C30 Guideform Specifications 
Firmware revision 7.60
Specification for Programmable Logic Controller
The Multilin C30 controller system is a substation hardened device designed to perform substation control logic that can also expand the I/O capability of protection devices and replace existing SOE recorders. The C30 provides fast and deterministic execution of programmable logic with I/O capabilities far above an average protection relay.

1. Control Functions

Breaker and Switch Control Elements

· Two breaker control elements shall be provided to control the breaker operations.
· Eight switch control elements shall be provided to control the switch operations

Programmable logic including non-volatile latches

Eight FlexElements™ for user-definable protection functions

· The relay shall have 1024 lines of user programmable logic 

· The relay shall have the necessary Boolean logic and control operators to define custom schemes. Logic operators like AND, OR, NAND, NOR, NOT, XOR, Latch, Timer, Positive/Negative and dual One Shot must be supported. Non-volatile latches must also be available. 

· Flexible control of all input and output contacts shall be provided.

· All elements shall have a blocking input that allows supervision of the element from other elements, contact inputs, etc. 

· The relay shall allow for peer-to-peer communications direct fiber or G.703 or RS422 interfaces.

Switchable Setting Groups

· The relay shall have six switchable setting groups for dynamic reconfiguration of the protection elements due to changed conditions such as system configuration changes, or seasonal requirements.
2. Monitoring and Metering

Monitoring 

Trip circuit monitoring

· To monitor the trip circuit continuously, independent of the breaker, a trip seal-in scheme to maintain the monitoring current flow through the trip circuit when the breaker is open shall be provided.

Metering 

The following measured entities shall be available when process bus inputs are used: 

· Voltage (phasors, true RMS values and symmetrical components, harmonics up to 25th). Current (phasors, symmetrical components, true RMS values and harmonics up to 25th). 

3. Event Recorder 
Sequence of Event recorder (SOE) function with a capacity to store 1024 events with 1ms time stamping accuracy.

The relay shall have settings to compensate time change, and then always show the accurate time when installed in regions that change time during the year period.

4. Relay HMI

The relay shall provide the following user interface capabilities.

Graphical HMI

A 7” colour graphic display HMI option shall be available. 

The graphical HMI must support dynamic single line diagrams with pre-configured and custom modes and controls. 

The graphical HMI must also support the following screens: Annunciator panel with up to 96 cells, actual values screens, commands, targets and records. 

The default page must be configurable, and can be set between rolling between pages or remain with default or go to screen with alarms.

The relay shall support the following pushbuttons:

 
5 Tab and 1 Home pushbutton for page recall


4 directional, 1 Enter and 1 Escape pushbutton element selection


10 Side pushbuttons for power system element control 


Reset and Help pushbuttons


8 physical User-programmable pushbuttons

The relay shall support the following LEDs


5 device status indicators (In Service, Trouble, Test Mode, Trip, Alarm)


9 event cause indicators (Color configurable: Red, Green, Orange)


8 user-programmable pushbutton indicators
Standard HMI

Provisions for 48 user programmable LEDs and custom labeling capabilities

Provisions for 16 large user programmable pushbuttons to perform manual control, operate breakers, or lock-out functions and its operation shall be logged directly in the sequence of events recorder.

Users must be able to navigate and edit settings using the relay’s front panel. 

The device shall also have dedicated-function LEDs for showing internal status.

The device and the configuration software shall support different languages: English, French, Russian, Chinese, German, Turkish, Japanese and Polish. A way for changing the relay language (Eg. configuration tool) in the field shall be provided.

The front panel enclosure protection shall be IP54 (graphical HMI)  
5. Settings

The relay has to support a method to protect the setting file. Users shall be able to choose the settings they want to protect and those they want to be unprotected. Settings should demand a password. The settings file shall stay protected when sent and opened on a different computer.

The relay must register date and time of setting file upload (setting file sent to the relay).

Relays with IEC61850 capabilities must be able to support SCL files (.ICD, .CID and .IID) for writing and reading to/from the relay. A setting file in this format can be directly sent or red from a 3rd party software using MMS file transfer service. For secure file transfer, SFTP must be available.

All required settings (logic, communications, etc.) for the relay configuration must be part of a single setting file. 

6. Communications

Networking options

The relay shall provide different networking options including:

· Three independent Ethernet ports (independent IP and MAC addresses) with fiber LC or copper RJ-45 pluggable connectors (SFP type), 100Mbps.  

· RS485 rear port and RS232 front panel interface shall be available.

· IRIG-B input (TTL compatible)

· The relay shall also provide exchange of binary information with other devices of the same family over a dedicated multimode or single mode fiber. Redundant channels must be available.

· Other interfaces must be available: RS422, G.703 and IEEEC37.94 at 64/128kbps interface.

Two of the relay Ethernet ports have to support two redundancy techniques: Hot-standby and Parallel Redundancy Protocol (IEC62439-3 PRP 2nd edition - 2012). The redundancy method should be user-selectable via settings. 

When PRP is selected, actual value of the following parameters must be available: counter for total messages received on port A and B; counter for total messages received with an error (bad port code, frame length too short) and counter for total messages received with an error on each port (A and B)

The relay shall support the following communication protocols: IEC 61850 Ed. 2, SFTP, MMS File Transfer Service, DNP 3.0 & Modbus Serial/TCP, IEEE 1588 – PTP and PP profiles, IEC 60870-5-104 and 103, SNTP, HTTP, TFTP and IEEE C37.118 for Synchrophasor data.

Simultaneous communication via multiple communication protocols (Eg. IEC61850, DNP 3.0 and Modbus) must be supported

The IEC61850 protocol shall include an extended implementation of logical nodes. All relevant P&C elements must be mapped to their respective logical node. All available data items and data attributes must be available to use for configurable GOOSE. GOOSE messages shall be fast enough to be published within 3 ms after data change.

GOOSE messages shall support configurable re-transmission profiles. At least four different profiles (slow to fast) shall be supported. 

The relay shall be able to subscribe to up to sixteen (16) 61850 GOOSE publishers. Up to 32 data items shall be received from a single publisher. 

The relay shall support routable GOOSE, R-GOOSE. This enables customer to send GOOSE messages beyond the substation, which enables Wide Area Protection & Control (WAPC) and more cost effective communication architectures for wide area applications. Any dataset shall be transportable via either GOOSE or R-GOOSE

A total of 18 user-configurable data sets must be supported. 6 of them must be fast (2ms update rate) plus 12 standard datasets (100ms update rate). These data sets must be assignable to buffered (BRCB), un-buffered (URCB) or GOOSE (GCB) control blocks via settings. Assigning one data set to multiple control blocks must be supported. Each data set must be 64 data items long as a minimum. Data sets must support analog values.

The relay must support multiple-configurable logical devices, which means users can group available logical nodes into user-configurable logical devices. There must be 18 configurable logical devices available.

The relay must support simultaneous connection to up to five IEC61850 clients.

The relay clock shall be capable of being synchronized with an IRIG-B signal or via its Ethernet ports to allow time synchronism with other connected devices. The relay shall allow for IEEE 1588 “PTP or PP” network-based time synchronization.

The relay must support daylight saving compensation (local time), this allows for specifying the local time zone offset from UTC (Greenwich Mean Time) in hours

61850 Process Bus (Merging Unit)

The relay has to be able to work on differential schemes equipped with 61850 process bus. The relay shall support direct and dedicated connection to up to four merging units and shall be able to use all current, voltage, digital and any other data to feed the protection scheme. Merging units substitute the relay’s AC and contact inputs / outputs. However, a contact input and output module shall be supported in parallel with the merging unit.

7. Cyber Security

Basic Security 

The relay shall support at least three password-protected levels of access: one for Settings (allows users to modify setting files), one for Commands (allow users to execute operator commands) and restricted (see only mode). Relay passwords shall support alpha numeric and special characters, capital and low case letters.

The relay shall support independent local and remote passwords for each access level. Local passwords are needed for working through the front panel and front communication port. Remote passwords are needed for working through the rear comm ports (serial or Ethernet)

The relay shall allow users to configure what actions to take when unsuccessful password access attempts are made. Users shall have the ability to configure how many unsuccessful attempts are made before users are locked out of the device, as well as have the ability to configure how long users will be locked out from re-entering the password once this limit is reached.

Successful attempts to enter any passwords into the relay shall be recorded in the Event Record. 

The relay shall have security measures to ensure explicit permission is granted from the controlling authority. This way a second person is required to grant access to the relay even when a user knows the proper password. 

The security measures shall ensure that, before a user can make any changes to the relay settings, the local / remote operator must first ‘surrender’ the relay to grant the user the ability to make changes to the settings.

Eg. When the remote operator ‘surrenders’ the relay, the local operator is required to enter a ‘Setting Level’ password before making any changes to the relay.

A security audit trail of elements must be supported. This element must capture setting changes, Log-in/out related events and information on the computer where those changes came from.

Enhanced Security (optional)
The relay must support 5 access roles (Administrator, Supervisor, Engineer, Operator and Observer) with independent passwords. Authentication must be available at the device level (passwords stored locally in the relay) and at the server level via Radius (users, credentials and passwords managed from a Radius Server). Communication between the Radius Server and the relay must be secured (Radius over TLS).

Communication between the relay and the configuration software must also be secured (Modbus over SSH tunnel).

The supervisor role (when enabled) must have the rights to log-off and/or authorize access to other roles. Eg. a user with engineer rights will be able to log-in only when another user with supervisor rights enables access.

Password complexity must meet NERC-CIP-5 requirements (minimum 8 characters, three or more different types of characters - uppercase alphabetic, lowercase alphabetic, numeric, non-alphanumeric). 

The relay must provide security event reporting through the Syslog protocol for supporting Security Information Event Management (SIEM) systems and centralized cyber security monitoring. This must be stored in the device non-volatile memory and be segregated from the main event recorder.

There must be multiple security by-pass modes (local, remote, push button) that allows for reduced security when testing the relay.

The relay must produce a security audit trail that shows changes to the settings and provide details as IP and MAC address of the computer used for doing the changes  

The relay must have a mechanism to reset all user content in it (default the relay to factory settings/records). This mechanism also resets all passwords. This command must only be available via the relay front panel. 

An authentication bypass setting must be provided for ease of access when performing lab tests. 

Authentication bypass must also be available for pushbuttons only, for those cases where operators are not required password for command such “acknowledge” or “emergency trip” 

End users must have the capability of disabling any Ethernet port when not is used. Settings for this purpose must be available.

8. General Requirements 

Digital I/O
The relay’s contact inputs shall accept wet or dry contacts.

Contact outputs shall be trip rated Form-A with current and voltage circuit monitors, Form-C, or Fast Form-C for signaling. H Standard contact output for tripping must operate in <4mili seconds. Fast solid-state contact outputs with operating time of <0,1 mili seconds must also be available.   
Hardware input/output capability shall be expandable up to a maximum of 120/72 digital I/O.

The relay shall support double-point status logic for Breakers and Isolators.

The relay shall support 4 voltage thresholds (17V, 33V, 84V,166V) for the digital inputs.

Toolsuite

The relay shall be supplied with supporting application software for use on a PC with Windows® operating systems. The program shall be capable of retrieving COMTRADE oscillography files from the relay to display, save, or print when troubleshooting. The software shall provide the capability of editing and managing settings files to store to the relay or disk backup, while on-line or off-line. The software shall also permit the updating of new relay firmware and viewing of all trip and alarm target messages, and the 1024 time stamped events recorded by the relay

The relay shall have setting software with advance settings tool to allow easy configuration of IEC61850 GOOSE messages.

The software shall allow customers group settings files by location/substation (subfolders). 

The software shall be able to compare settings files and show discrepancies.

The software shall be validated for running on windows XP, windows vista and windows 7 and windows server 2008.

Relay monitoring

The relay shall monitor internal temperature and generate an alarm when the temperature levels get close to the relays operating limits.

The relay shall monitor internal DC auxiliary voltage levels and generate an alarm when detecting an over or under voltage condition. This enable users to schedule preventive service to the relay before it fails

Mounting

The relay shall be available in either 19” rack horizontal mounting or reduced vertical option. Mounting accessories shall enable the relay’s front panel to be installed separate front the relay’s chassis. It shall be a modular design to easily facilitate upgrading or repair by replacement of modules.
Preference
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